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In accordance with the provisions of the service contract (hereinafter ,the Contract”) registered
with the National Integrity Agency (hereinafter “ANI" or “Agency”) under no. 4677/17.02.2023
and registered at TGS Romania Assurance & Advisory Business Services SRL (hereinafter ,TGS")
under no. 22/20.03.2023, concluded between ANI and TGS, we submit to you the Factual
Findings Report (“Report”), regarding the performance of external audit services of ANI's
management for 2022, in accordance with the provisions of art. 32 para. (1) of Law no. 144/2007
on the establishment, organization and functioning of the National Integrity Agency,
republished, with subsequent amendments and additions.

The agreed work phases in the Initial Report for performing the engagement were:

General planning — understanding ANI's core activities and defining the audit engagement
objectives, as well as understanding the risks that may be associated with the audit
engagement;

Developing the work program;

Performing the work program and verification procedures (examination of documentation,
interviews with key staff, conducting specific detailed tests);

Drawing up the conclusions and drafting the factual findings report.

The evaluation of the quality of ANI's management for 2022 was assessed during the period
between February 27" and April 24™, 2023. The entire process was carried out by the team of
TGS specialists, by implementing procedures specific to this engagement, respectively
examinination of documentation, interviews of key staff and specific detail tests. Throughout
the engagement, we collaborated with ANI's representatives in order to achieve the objectives
set as part of our technical offer.

The project was performed in accordance with:

The tender documentation wich led to the conclusion of the contract;
International Standards on Related Services (ISRS 4400)%;
Legal framework applicable to the National Integrity Agency.

We have planned and performed the verifications in accordance with the objective and scope
of this engagement, and with the agreed-upon procedures, as they are detailed in Chapter 2
Approach, work program and project phases of this report. All the procedures detailed in
Chapter 2 have been performed in accordance with the terms agreed by the Contract.

! International Standards on related Services - 4400 Engagements to perform agreed upon procedures — agreed
upon procedures
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By following and performing the agreed upon procedures, we obtained sufficient and
appropriate evidence to issue this factual finding report in accordance with the International
Standards on Related Services (ISRS 4400). The procedures performed during this engagement
are neither a financial audit, nor a review and thus we do not express any assurance regarding
the quality of ANI's management and financial statements for the year that ended on
December 31, 2022.

Regarding the findings identified in 2022, their classification was based on the impact they
have on the objectives of the National Integrity Agency, and the centralized summary of the
findings identified in 2022 is as follows:

Impact Findings identified in 2022
Major 1
Medium -
Minimum 4
Total findings identified in 2022 5

As part of this engagement, we have also assessed the remediation status of the deficiencies
identified in previous years, included in the previous factual findings reports regarding ANI's
management evaluation. Thus, the status of the deficiencies formulated in the factual findings
reports for the previous years is presented in the table below:

Status of implementation of Impact Total
recommendation for deficiencies Major Medium | Minimum
formulated in previous years
Implemented recommendations 2 5 1 8
Partially implemented recommendations 7 3 7 17
Recommendations not implemented 3 2 4 9

1

1
—_
—

Recommendations eliminated as no longer
applicable

The external audit of the Agency’'s management carried out over the years has contributed to
the quality of the processes/activities carried out within the Agency and is an important tool
to ensure an independent evaluation of the level of compliance with operational procedures
and undertaking responsabilities by all ANI staff, as indicated by the improvements observed
during the prior audited periods.

The results of the application of the agreed-upon procedures performed according with the
International Standards on Related Services (ISRS 4400) are presented within this report.

Through its attributions and clearly defined status, the National Integrity Agency is an
autonomous administrative authority holding exclusive competence to ensure integrity in the
exercise of public officials and dignities and to prevent institutional corruption. The National
Integrity Agency holds responsibilities in managing the system of assets and interests’

declarations and operates as a single structure, at national level.
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Following the assessment of ANI's activity performed during the year 2022, we observed that
ANI continued to implement specific measures in order to ensure efficient and effective
management of the institution’s activity. Such measures were aimed at consolidating and
further developing the Agency’s organizational. ANl managed to fulfill its objectives as well as
its role, established by the law on organization and functioning, respecting independence,
transparency, and professionalism principles. Among the achievements of 2022, we note the
following:

Designation of the Agency as the competent authority to receive reports on violations of
the law (external reporting channel), in its area of competence, following the enactment of
Law no. 361/16.12.2022 on the protection of whistleblowers of public interest, pursuing two
lines of action:

The resolution of warnings in the public interest, within the specific competence of

the Agency (through the specialised structure set up at ANI's level).

The follow-up of the whole mechanism applicable at national level, such as:

informing, guiding the whistleblower, formulating recommendations, summarizing

statistics and applying financial sanctions.
Fulfilling the recommendations addressed to the National Integrity Agency under the
Cooperation and Verification Mechanism (CVM), according to the CVM's report “there have
been a number of positive developments in ANI's work” and “The fact that from 2022 onwards
declarations of assets and interest must be completed electronically and are available online
to the public has increased transparency and facilitated ANI's work”. Considerable progress
has also been made in caring out an analysis of the integrity framework in Romania. This
analysis is intended to infirm the forthcoming legislative intervention on the consolidated
integrity law, to be adopted by the end of 2024, as foreseen in the National Recovery and
Resilience Plan.
Adoption of the National Integrity Agency Strategy 2022 — 2025, by Order of the President
of ANI dated on 15.02.2022.
In February 2022, the project entitled NIAct — Updating integrity legislation and providing
support to authorities and depositors in the transition to digital declaration of asset and
interest, project code SIPOCA 1158, was approved under POCA/949/2/2/Increasing
transparency, ethics and integrity in public authorities and institutions, priority Axis 2,
specific objective POCA 2. The project is implemented in partnership with the Ministry of
Justice and the Romanian Association for Transparency, project implementation period
being February 2022 — August 2023, and the total value of the project being 7.508.756,22
RON (of which non-reimbursable financing in the amount of 6.644.326,02 RON)
Launch in May 2022 of a conversational platform (chat robot) — “e-DAIl Assistant”, intended
for users of the e-DAI platform in order to support the efficient use of the platform and to
provide support to persons interested in information on the system for completing and
submitting declarations of assets and interest.
Continuation of awareness raising activities for the submission of annual declaration of
assets and interests during 2022, by organizing 13 online training sessions on the
digitalisation of the process of filing annual declarations of assets and interest, attended by
over 3.000 responsible persons and filers of such declarations.
Strengthening bilateral cooperation between ANI and the National Transparency Authority
of Greece and the High Commission for the Declaration and Audit of Assets and Conflict of
Interest of Albania, by signing two Memorandum between both institutions in February
2022 and September 2022. This cooperation aims to raise awareness and encourage
international cooperation through the exchange of knowledge, expertise and best practices
on common area of interest.
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Signing of the Financing Agreement between the National Integrity Agency and the Ministry
of Investment and European Projects in March 2022, with ANI as coordinator of reforms
and/or investments under the National Recovery and Resilience Plan (NRRP)

Participation of ANI integrity inspectors in two training sessions on the use of Open-Source
Intelligence (OSINT) in conducting of assessment activity. The training sessions were
delivered by a representative of the US Department of Justice, through Office of Overseas
Prosecutorial Development, Assistance and Training (OPDAT).

Increased institutional capacity including through attracting external non-reimbursable
funds with results in developing expertise, strengthening international cooperation and
increasing transparency, with 5 funding applications submitted during 2022, both as
applicant and partner in projects.

Successful implementation of the project "EMOD — Development of the institutional
capacity of the National Integrity Agency to streamline internal workflows and the
submission of declarations of assets and interest in the electoral and annual process”. SMIS
129864, Priority Axis 1 — Efficient public administration and judicial system, where an IT
platform was developed to streamline the work of integrity inspectors.

Publication on ANI's website in April 2022, of the updated list of important public functions,
following the adoption of Emergency Ordinance no. 111/2020 on amending and
supplementing Law no. 129/2019 on preventing and combating money laundering and
terrorist financing, the list of important functions was also sent to the European
Commission.

Launch of the European Network for public Ethics, with the National Integrity Agency as a
founding member. The network is made up of 11 institutions with responsibilities in the field
of ethics, transparency and public integrity from the following EU Member States: Austria,
Belgium, Croatia, Czech Republic, France, Italy, Lithuania, Malta, Spain, Romania and
Slovenia. The European Network for Public Ethics aims to promote a culture of public
integrity and regulatory harmonisation between EU Member States by identifying best
practices in this field and comparing the relevant legislation to encourage exchanges
between its members.

Starting from February 2021, ANI is the Chair of Network for Integrity for a 2-year mandate.
Exporting best practices and strengthening international cooperation with institutions in the
field of preventing and combating corruption with similar competences as ANI, with working
meetings taking place during 2022 with several representatives of other countries involved
in the fight against corruption.

The objectives assumed by the National Integrity Agency Strategy 2022-2025 with the
deadline of 31 December 2022 or with a permanent deadline have been implemented 95%.
Thus, out of the total of 31 objectives assumed by the programme document, which also
include objectives with a deadline of 2025, 61,29% were implemented or partially
implemented by 31 December 2022.

Achievement of a 71%" implemented” and” partially implemented” status of the
recommendations for improvement made in previous audit reports indicating a high degree
of commitment and efficiency on the part of the Institution’s management.

Areas of vulnerability that may prevent the achievement of ANI's objectives and for which
remedial action by management is still needed include the following:

Insufficient workspace and file storage space;

Shortage of human capital, as the level of job occupancy is 50% at the end of 2022,
specifically 100 positions being occupied out of the total of 200 approved positions, the
occupancy rate of posts is low. From the analysis of the employment testing held in previous
years, a minimum level of interest in participating in the competitions organised was
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identified, the reasons being, on the one hand, the non-competitive financial benefits in
relation to the complexity of the work and, on the other hand, the lack of the statute clearly
regulating the specific status of the Integrity Inspector, as defined by Low 176/2010, as
amended.

The administration of the systems/technologies currently used by ANl is totally dependent
on service provided by external suppliers, with only one position of the 8 approved positions
in the Information Technology Service being field.

Bucharest, May 24, 2023
In the name of:

TGS Romania Assurance & Advisory Business Services SRL
Registered in the Electronic Public Register of Auditors financial institutions and audit firms with FA
number 91

Madeline Alexander
Registered in the Electronic Public Register of Auditors financial institutions and audit firms with FA
number 36

For signature please refer to the
Romanian version
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According to the Contract, the engagement’s specific objective, as defined in the Tender
Documentation, is to perform the external audit of the management of the National Integrity
Agency (ANI), for the year 2022, in accordance with International Standards on Related Services
(ISRS 4400 - Engagement Mission to carry out the agreed procedures). The purpose of this
engagement is to contribute to the improvement of the general management of the National
Integrity Agency and at a minimum to bring added value to the Agency, by carrying out an
objective evaluation of the activity carried out by all structures of the Agency, and by drafting
potential recommendations related to these findings.

The expected results of the project are as follows:

Elaboration of a factual findings report on the performance of ANI's management
system, detailed based on audit procedures carried out in accordance to legislation in
force;

Draft viable, specific, achievable and qualitative recommendations, meant to
significantly improve the managerial performance of the Agency as part of a letter to
the management of the Agency;

Presentation of the findings in work sessions where recommendations are analysed;
Integration of possible observations received from ANI's management in the analysis
performed

The project was approached in four phases, correlated with the objectives pursued to achieve
project result, as follows:

1. General project planning;

2. Developing the engagement plan;
3. Performing the engagement plan;
4. Conclusions and reporting results.

In the general project planning phase, we took into account two essential objectives:
understanding of Agency's activity and understanding the risk environment. Therefore, as part
of the planning phase, we carried out the following steps:

Organize the ,kick-off” meeting;

Prepare the preliminary request for information;

Determine and establish the professional standards applicable to the engagement with
ANI's management;

Preliminary identification of potential issues;

Establish the timeline for obtaining the information needed to develop the mission plan;
Preliminary understanding and analysis of mission-related risks as identified by Agency
management

On February 27", 2023, before starting the actual fieldwork, we organized, at ANI's
headquarters, a kick-off meeting with the following results:
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Presentation of the team members involved in the project, both from TGS and ANI, as
well as their responsibilities;

Mutual agreement for a preliminary timetable to carry out the engagement activities,
deadlines for execution and reporting for the project;

Submitting a preliminary information request

Mutual agreement for the communication protocol between the TGS and ANI teams.

Based on the information obtained in the first phase, we identified the areas of this
engagement (both the main structures of the Agency and the support structures) and
evaluated the internal operational workflow and the internal managerial control system in
order to achieve effective engagement planning. We developed the engagement plan, on the
following structure:

Establish and agree the verification techniques used (observation, analysis, testing,
confirmation);

Organising interviews aimed at identifying and understanding specific risks

Analyse the decision-making process and the actions taken during the year 2022, in
order to use these in the sampling process; based on this analysis, we agreed with the
management of the Agency on the sampling strategy so that the selections subject to
verification are relevant for the purpose of this project;

Monitoring the implementation status of the recommendations formulated as a result
of the audit missions performed during previous years;

Establish together with the relevant staff, the format and content of the interview
templates;

Establish the format and content of detailed tests;

Establish the size sample to be tested for each ANI structure (direction, service, office
or compartment, as the case may be).

By the end of these two phases, on March 6™, 2023, we delivered the Initial Report to ANI
management for approval. In this report we made a presentation of the verification procedures
applicable to each ANI structure, sampling methodology and engagement planning phases.
The report was approved without objections by ANI management, being registered with no.
6236/06.03.2023.

During this phase, we carried out the procedures agreed upon with ANl management that
included tests and interviews in order to conclude whether the policies, procedures and
systems are compliant with both the national legislation in force and with the best practices in
the field.

The verification procedures were performed in several stages:
1. Sampling:

In order to obtain audit evidence, in accordance with the International Standards on Related
Services (ISRS) - 4400 Engagements to perform agreed - upon procedures, on the basis of
professional judgement, we determined the audit risk correlated with the activity and processes
of the Agency and we designed the verification procedures so as to ensure a low risk to an
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acceptable level. During this process we took into consideration the specific objectives and the
purpose of this project, as well as the status of the recommendations resulting from the audit
engagements performed in previous years.

Based on statistical evidence, made available to us by the ANI team, regarding the specific
activities of the National Integrity Agency in 2022, we analyzed the situation of the works
performed as part of ANI core activity in 2022 (the population subject to sampling), we
determined the stratification criteria and we randomly selected the testing sample, based on
the following rule, agreed with ANI's management:

Total population (number of iterations of control Sample size*

activities)

Over 350 20
52-350 10
13-51 5
2
1

5-12
1-4

* When establishing the sample for the Integrity Inspection, we took into account a maximum of
20 files for each of the 3 statuses (settled, dismissed and in progress). The core activity of the
Agency is performed by this specific structure.

The sampling methodology was agreed by the Agency's management, for each structure, as
part of the Initial Report and detailed tests were applied on the selected sample.

2. Verification of the performance of managerial tasks by Agency's management,
based on the selected sample:

» Verification of compliance with operational procedures (formalization and

observance of the procedural flow; use of standard documents defined in the

procedural framework; documentation of analysis and evaluation indicators);

Analysis of the effectiveness of ANI organization in relation to set objectives;

Verification of the communication system within ANJ;

Analysis of decisions management and instrumentation process;

Monitoring the functioning / performance of ANl management, in compliance with

the principles of forecasting, organization, coordination, management and internal

control;

» Analysis of the manner in which managerial attributions are being fulfilled by the
ANI management as well as verification of the existence, performance and efficiency
of managerial controls.

YV V V V

3. Staff workload analysis, respectively the analysis of the adequacy of the allocated
resources compared to workload.

4. Assessing the adequacy and operational effectiveness of overall controls of the IT
system

Review of the IT system in order to assess the extent to which the IT system meets the needs
resulting from the specific tasks that ANI has to perform, including from the point of view of
security environment.
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5. Stages of the management quality assessment procedure, respectively the
verification of the existence and adequacy of the following elements:

Reporting chart;

Decision-making process at Agency level;

The circuit of documents;

System and operational procedures;

Attributions and responsibilities, delimitations and delegations of competence,
diagrams of relations, clearly formulated in the Organization and Operation
Regulations as well as in mandate contracts signed by managers of the Agency in
2022;

Observance of the random principle as it applies to the distribution process for of
evaluation of files;

Observance of deadlines for completion of works/files.

At the same time, the following aspects were taken into consideration while performing our
verification procedures:

Understanding and knowledge of internal rules and procedures, respectively we
analysed and we familiarized ourselves with:

Regulation of Organization and Functioning of ANI (hereinafter referred to as
ROF), approved by Order of the President of ANI no. 14409 / 10.10.2019 as
amended and supplemented

Provisions of Law no. 144 of May 21, 2007, republished - regarding the
establishment, organization and functioning of the National Integrity Agency,
including subsequent modifications and completions;

Provisions of Law no. 176 of September 1, 2010 - regarding integrity in the
exercise of public officials and dignities, for the amendment and completion of
Law no. 144/2007 regarding the establishment, organization and functioning of
the National Integrity Agency, as well as for the modification and completion of
other legislation, including subsequent modifications and completions;
Provisions of Law no. 105 of July 9, 2020 for the completion of Law no. 176/2010
on integrity in the exercise of public functions and dignities, for amending and
supplementing Law no. 144/2007 regarding the establishment, organization and
functioning of the National Integrity Agency, as well as for the modification and
completion of other legislation;

Internal operational procedures, identifying responsibilities for each structure,
distribution of tasks, applicable legislation, and operational flows for various types
of works.

Verification of primary documents (operational procedures, orders, various reports,
etc.), in order to ensure thorough understanding of terms and conditions of
significant importance, both individually and globally, in order to assess their area of
applicability

Specific observation, questioning, confirmation and detail tests.

The details of the elements to be verified were established, on a case-by-case basis, using the
applicable audit trails and applicable operational procedures manuals.
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Following the evaluations made in accordance with ISRS 4400, TGS Romania has submitted to
ANI management this factual finding report containing the deficiencies identified regarding
internal processes and/or procedures applicable at the Agency's level.

The Factual findings are detailed in the next chapter, for each of the structures verified.
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The National Integrity Council approved, by Decision no. 1 dated February 10, 2022, the
"Strategy of the National Integrity Agency 2022-2025". At ANI level the applicable regulation
is the Order of the President of ANI no. 3889 / 15.02.2022 approving Strategy of National
Integrity Agency 2022 — 2025, and, at the same time, to make the Strategy Monitoring and
Implementation Commission was established. The implementation of the objectives of the
ANI's Strategy is the responsibility of all departments within ANI, in accordance with the
Strategy Action Plan.

We have obtained the National Integrity Agency Strategy 2022 — 2025 as well as the ANI
Strategy Action Plan 2022 - 2025. ANI Strategy 2022 - 2025 was structured on seven areas of
intervention: (1) Evaluation and consolidation of the integrity legislative framework; (2)
Evaluation of integrity incidents; (3) Prevention of integrity incidents, (4) Communication and
awareness; (5) Administrative capacity; (6) National cooperation; (7) International relations and
include 31 objectives. The action plan of the ANI Strategy 2022 — 2025 details for each of the
31 assumed objectives, the deadlines, responsible, financial.

We have verified the stage of implementation of each one of the measures included in the
Strategy 2022 -2025, and following the tests performed, the degree of implementation of the
Strategy objectives at the end of 2022 is 95%, so 19 of the 20 objectives with a deadline of 31
December 2022 or a permanent deadline have been implemented or partially implemented.
Of the total of 31 objectives assumed by the programme document, which also include
objectives with a deadline of 2025, 61,29% were implemented or partially implemented by 31
December 2022.

Total number of Partially Not
Implemented . .
measures implemented impmplemented
31* 12 7 12

*We note that 20 objectives have an implementation deadline of 31 December 2022 or with
permanent deadline.

Please refer to Annex 1 for a detailed analysis of the progress related to the objectives assumed
by the National Integrity Agency Strategy 2022 - 2025.
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Following the tests performed, the statistics on the status of remediation of observations
identified prior to year 2022, are presented bellow:

Directorate/
Department

Total
number
of
recomme
ndations

Status

Impleme
nted

Partially
implemen
ted

Not
implement
ed

Recommendation
s that have been
removed as no
longer applicable

Integrity Inspection

7

6

1

Internal Public Audit
Department

2

1

Advisory and
Legislation
Department

Implementation of
Structural Funds,
Studies and
Strategies
Department

Human Resources
Department

General Registry and
Archive Department

Internal managerial
control system

Personal data
processing activities

Information
Technology
Department

12

Procurement,
Investments and
Administrative
Department

Accounting
Department

2

2

Total

35

8

17

9

For details on the implemented / partially implemented recommendations please refer to
Chapter 5 Working methodologies specific to each area verified in 2022
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The National Integrity Agency is operating as an autonomous administrative authority at
national level and is acting according to the principle of operational independence. The legal
framework for carrying out Agency's activity is regulated by Law no. 144/2007 and Law no.
176/2010 regarding the integrity and dignity in the exercise of public functions, for the
amendment and completion of Law no. 144/2007 regarding the establishment, organization
and functioning of the National Integrity Agency, as well as for the modification and
completion of other normative acts, with the subsequent modifications and completions.

In accordance with Law no. 144/2007 on the establishment, organization and functioning of
the National Integrity Agency, the management of the Agency is ensured by a president and a
vice-president.

In accordance with the Decision of the Romanian Senate no. 89/2021, the President of ANI has
been appointed for a period of 4 years, following the completion of the competition for the
position of President of ANI organized between June 14™ - June 24™"2021.

During 2022, the selection procedure for the position of ANI Vice-President was held. Following
the completion and validation of the competition for the position of Vice-President of ANI,
organized between December 5" — December 12" 2022, by the Decision of the Senate of
Romania no. 174/19 December 2022, the Vice President of ANI has been appointed for a period
of 4 years.

At the Agency level, the General Secretary of ANI who coordinates the activities established
according to the Agency’s organizational chart and fulfills other attributions delegated to him
by the president of ANI. The General Secretary has been appointed by Prime Minister’s Decision
no. 7/2016.

We analysed the attributions Agency’'s management as per Regulation of Organization and
Functioning of ANI and organized interviews with Agency’s management, in order to analyze
the conformity of the practical activity with the provisions of the ROF.

In 2022, no discrepancies have been identified between the practical activity and the ROF
provisions regarding the positions of President, Vice-president and General Secretary.

At ANI level, the Integrity Inspection is organized as a general directorate. The Integrity
Inspection Department is subordinated to this structure and includes The Analysis and
Prevention Department, 4 Service lines of the Integrity Inspection and the Inspection Registry
Department, at the end of 2022, the activity of the Integrity Inspection was carried out by 38
inspectors compared to 45 inspectors at the end of 2021.

The evaluation activity performed in relation to the verification of assets, during the period in
which targeted individuals exercise public dignities and functions, as well the evaluation activity
performed in relation to potential conflicts of interests or incompatibilities as per Law no.
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176/2010, with subsequent amendments and completions, is performed by the integrity
inspectors within the 4 services of the Integrity Inspection.

Considering the attributions of the Integrity Inspection established by the Regulation of
organization and functioning of ANI, as well as by under the provisions of Law no. 176/ 2010
on integrity in the exercise of public functions and dignities, amending and completing Law
no. 144/ 2007 on the establishment, the organization and functioning of ANI, we proceeded to
analyse the conformity of the practical activity carried out within the 4 services of the Integrity
Inspection. The analysis also aimed to determine the level of compliance with operational
procedures applicable to the Integrity Inspection in 2022 as well as observance of applicable
legislation.

In order to evaluate the management activities within the 4 services of the Integrity Inspection,
we selected a sample based on the following procedure:

1. We requested the statistics regarding the number of files verified by ANI in 2022, based
on the following structure: files settled, files dismissed and files in progress as of
December 31, 2022;

2. Based on the statistics, on our professional judgement associated with the relevant risk
as well as on the activity of Integrity Inspection specifics, we determined the size of the
sample subject to analysis, namely a maximum of 20 files corresponding to each of the
3 statuses (settled, dismissed and in progress). In the process of selecting our samples
and exercising our professional judgement we considered the impact of the relevant
recommendations from previous years on the examined population as well as risk levels
for non-compliance with the current operating procedures

3. We have requested the list of the files which were subject to evaluation procedures
performed by the Integrity Inspection in 2022;

4. Based on the list of files, we randomly selected the sample of files subject to
verifications.

Following the procedures presented above, a sample of 60 files resulted, structured as follows:

Type of files in 2021 Integrity Number of works Sample size
Inspection

(1** of January - 31°* of December

2021)

SETTLED CASES 1397 20
Settled cases - Vverification of 16 1
unjustified assets

Settled cases - verification of conflict 98 3
of interests

Settled cases - verification of 69 2
incompatibilities

Settled cases — contraventions and 1187 12
possible contraventions

Settled cases - false statements 26 1
Settled cases — violation of tax 1 1
legislation

DISMISSED CASES 2029 20
Dismissed cases — verification of 167 2

unjustified assets
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Dismissed cases — verification of 397 3
conflicts of interest

Dismissed cases — verification of 470 5
incompatibilities

Dismissed cases — contraventions 995 10
and possible infringements

CASES IN PROGRESS 2685 20
Cases in progress — verification of 808 6
unjustified assets

Cases in progress — verification of 865 6
conflicts of interest

Cases in progress — verification of 616 5
incompatibilities

Cases in progress — contraventions 396 3

and possible infringements

During 2022, the breakdown of settled cases by type of files is presented in the diagram below,
noting a percentage of 85% having as objective contraventions and possible infringements:

Breakdown of cases settled by type

M Settled cases - verification of
unjustified assets

M Settled cases - verification of
conflict of interest

Settled cases - verification of
incompatibilities

Settled cases - contraventions
and possible contraventions

M Settled cases - false statements

W Settled cases - violation of tax
legislation

As for cases dismissed during 2022, 49% of the total refer to contraventions and possible
infringements, and 23% refer to dismissed cases related to incompatibilities, as presented in
the diagram below:

Breakdown of classified cases by type

M Dismissed casses -
verification of unjustified
assets

M Dismissed cases - verification
of conflict of interest

Dismissed cases - verification
of incompatibilities

Dismissed cases -
contraventions and possible
infringements
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At the end of 2022, the distribution of cases in progress by type of works is presented
according to the figure below:

Breakdown of work in progress by case type

M Cases in progress - verification of
unjustified assets

M Cases in progress - verification of
conflict of interest

H Cases in progress - verification of
incompatibilities

Cases in progress - contraventions
and possible infrigements

The activity of the Integrity Inspection is standardized and is carried out in accordance with
specific operational procedures, elaborated in accordance with provisions of Order no.
600/2018 on the approval of the Code of internal managerial control of public entities.

We have obtained and analysed the procedures applicable to the Integrity Inspection and
proceeded to verify the sample of 60 selected files, against the operational flow described in
the procedures specific to each type of file (unjustified assets / conflict of interest /
incompatibilities / contraventions/ possible contraventions, false statements and violations of
tax legislation).

Based on the Statistical evidence regarding the activity carried out by each integrity inspector
in 2022, we analysed the workload level per inspector. Here are our findings:

v" The average number of files evaluated by each inspector is approximately 20 files

v" The average number of notifications elaborated as part of their files is 580 addresses
per inspector

v" The average number of fines reports (possible infringements) is 9 reports per inspector;

v" The average number of possible infringements reports(contraventions) is 37 reports per
inspector;

v The average number of dismissal reports prepared is 70 per inspector.

Compared to 2021, in 2022 there is an increase in the number of files assigned per inspector
while the number of job positionsfilled in the 4 services (departments) of the Integrity
Inspection is 26 out of the 76 approved at the end of 2022. Thus, at the level of the 4 services
of Integrity Inspection the job occupancy rate is 34% at the end of 2022.
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During 2022, in accordance with the 2022 Activity Report of the Agency, the activity of integrity
inspectors focused on the following aspects:

finalizing of a number of 1,311 files and identifying 69 cases of incompatibility, 62 cases
of conflicts of interests and 16 cases of unjustified differences between wealth and
realized income; 63 cases concerning 57 persons in which indicators of criminal
offences were found (use of function to favor other persons, criminal conflict of interest,
false declarations, intellectual forgery and violation of tax legislation).

enforcement of 952 contraventions, for failure to submit assets and interests
declarations within the term provided by law, non-application of disciplinary sanctions,
as a result of final evaluation reports, etc,;

settlement of 5.116 petitions made, either on paper or by e-mail by, by citizens or
organizations;

analysis of 5,174 asset declarations, at the request of depositors to ensure the
confidentiality of their income.

verification of 437 possible contraventions for failure to submit declarations, in which
944 declarations were analysed.

Involvement of 11 integrity inspectors in projects financed by non-reimbursable
external funds (within the NIAct project — starting from 22 February 2022 and the EMOD
project — until 1°* October 2022)

training, as part of 13 training sessions, 3.000 persons responsible for implementing
legal provisions regarding assets and interests declarations as, as well as depositors
from public authorities and institutions, with regards to digitalization of the process of
filing assets and interests declarations and the legal regime of incompatibilities and
conflicts of interest;

training, as part of two sessions organized within the NIAct project, 41 persons
responsible for the implementation of the provisions of Law no. 176/2010.
Participation, as lecturers, in 5 training sessions in the field of prevention and fight
against corruption and transfer of best practices between teams of practitioners
(prosecutors, judicial police officers, prevention officers), organized by the General
Anticorruption Directorate, in the framework of the Project ROFSIP20210S5A04P02 —
Integrated development of anti-corruption tools — ANTICOR_INT;

Supporting two internship strategies for students from the University of Bucharest —
Faculty of Law and National School of Political and Administrative Studies; internships
duration was approximately 3 weeks

Participation in 20 domestic and international public integrity events;

Participation of 15 integrity inspectors in training/professional development programs.

We analysed the manner in which the process of supervising the activity of integrity inspectors
is carried out and we verified the compliance of the supervision process with provisions of the
operational procedure regarding the supervision of the activity of integrity inspectors (PO — Il
-14).

As a result of the verifications performed on the activity of the 4 integrity services with reference

to the year 2022, we identify the following observation:
The job occupancy rate at the level of the 4 services of Integrity Inspection is extremely
low, out of the 76 job positions approved at services level only 26 positions are filled,
resulting an occupancy rate of 34% and the average number of files per inspector has
increased compared to the previous year. Although there have been several employment
tests to fill these positions in recent years, the occupancy rate has been low. From the
analysis of the tests organized in previous years, it was identified that there was a low!l
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level of interest in the participation in the job testing sessions organized, the reason being,
on the one hand, the non-competitive financial compensation benefits of the job in
relation to the complexity of the work and, on the other hand, the lack of a specific
legislation clearly regulating the special status of the Integrity Inspector, as defined by
Law 176/2010, as amended.

Follow up on the remediation of the findings identified as part of audit engagements
performed period prior to year 2022:

The following deficiencies were partially remedied:

The reminders were not drawn up and sent to the institutions that failed to respond to
ANI’s initial letters in the procedure term of 30 days;

At the time of the audit, the SIMIDAI application does not permit reports to be generated
showing cases where return addresses have been prepared and sent within 30 days.
Simulations are regularly carried out on the SIMIDAI application by a group of integrity
inspectors in order to test its functionality and the estimated time for the implementation of
the application is April 2023.

Thus, as a result of our verifications on the selected sample, we did not identify any cases in
which reminders were prepared or sent with delay. Furthermore, integrity inspectors also
contact the institutions in question by telephone, in order to streamline the process of
obtaining the required information, the conversation being materialized in telephone
conversation reports in which the status of the response is reported as communicated, without
affecting the evaluation activity.

Following the verification of the selected files, we identified that, although the provisions
of operational procedures regarding the requests for information are generally observed,
in some files, we identified periods longer than 6 months during which integrity inspectors
did not prepare the evaluation report and were not redistributed to other inspectors.
Delays in issuing procedural documents were generated by constant legislative changes,
court activity, inadequate workspace. Nonetheless delays were also due to the fact that
in 2020 the activity of inspectors was carried out mainly from home or in teleworking
conditions, in compliance social distancing measures imposed by the COVID-19
pandemic. Furthermoret, the database could not be accessed from home or from other
remote location. Also, the supervision process performed by the heads of the 4 services is
carried out by extracting information from SIMIDAI and manually processing the
information in order to generate different statistics. Moreover, heads of services are
allocated, in addition to the activity of supervision and monitoring of inspectors, the same
number of files as to an integrity inspector. This has a direct impact on the quality of
monitoring the inspectors works which can register delays in issuing procedural
documents and such delays remain unaddressed.

Based on our verifications performed on the sample selected for 2022, we found no delays in
issuing procedural documents. Once the SIMIDAI application will be based on new allocation
algorithms, the number of files distributed to the heads of each department (services) will be
significantly lower compared to those assigned to inspectors, so as to allow the allocation of
75% of their time to the management aspects and inspector's work supervision. The
percentage of time allocated to the process of managing the activities and supervising the
work of inspectors will be related to the number of inspectors in each service/department.
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The allocation of work to integrity inspectors will be implemented through the new system,
called eSIMIDAI, which will be completed in the second quarter of 2023, and currently the
process of allocating work to integrity inspectors is done through the current form of the IT
application.

Lack of a high-performance IT system allowing inspectors to prevent the intervention of
the prescription terms (imposed by the provisions of art. 11 and art. 25 par. (5) of Law no.
176/2010, with subsequent amendments and completions), by generating warning
messages.

Considering the high impact, on the evaluation activity, of the two deadlines provided by
articles 11 and 25 of Law no. 176/2010, the new SIMIDAI application, which will be available
once the application is up and running, will implement a system of frequent alerts to the
integrity inspectors, which will also be viewable by heads of service (depts.) and directors of
service (depts.), respectively. Also, for the works that will be prescribed within 6 months, the
inspector in charge will receive alerts via SIMIDAI, and two months before the prescription, the
alerts will also be received by the head of service. Furthermore, the prevention of the
occurrence of time-barring periods has been mentioned as an objective in the performance
assessment of integrity inspectors for the year 2022, respectively performing evaluation with
violation of the two legal deadlines will lead to a significant decrease in the final rating of the
inspectors’ performance evaluation.
The process of supervising the activity of inspectors is performed by the management of
the Integrity Inspection by extracting information from several sections of the SIMIDAI
application and manually entering the information in personalized statistics. This aspect
generates negative impact on the supervision process. Also, there is no differentiated
distribution of files, as the heads of services, in addition to the activity of supervision and
monitoring of inspectors, are being allocated the same number of files as to integrity
inspectors.

Based on the new allocation algorithms provided in the new version of the SIMIDAI application,
the heads of the four services will have a significantly smaller number of files assigned
compared to that of the service inspectors, so as to allow the allocation of 75% of their time to
management aspects and supervising inspectors' work. Inspectors work monitoring will be
performed exclusively using the SIMIDAI application, expected to be fully implemented in the
second quarter of 2022.

The workload per inspector is high in relation to the volume of activity and the types of
activities performed by inspectors (petitions, possible contraventions, contraventions,
support to legal councilors during representation before courts of law, in case of contested
cases), the level of vacancies at the level Integrity Inspection being over 50% at the end
of 2020.

During 2022, no employment testing was organized to fill vacant positions within the Integrity
Inspection Directorate, so at the end of 2022, out of the 76 job positions approved at the level
of the 4 services of Integrity Inspection only 26 positions are filled. According to the discussions
with the Director of the Integrity Inspection Directorate, in 2023 priority will be given to
organizing two rounds of testing to fill 8 positions of integrity inspectors.

Constant legislative changes impact negatively the activity carried out by integrity
inspectors. With each legislative change integrity inspectors must identify the files in their
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portfolio that could be affected and to prioritize files so as to reduce the impact on the
activity of the National Integrity Agency.

The financing contract for NIAct project was signed in February 2022, The project will enable
update and unification of the legislation governing the legal regime of incompatibilities,
conflicts of interest and unjustified assets. The project “"NIAct - Updating integrity legislation
and providing support to authorities and depositors in the transition to digital assets and
interests declarations", funded through the Operational Programme Administrative Capacity,
has the following objectives:

Updating the legal framework for preventing and sanctioning conflict of interest,
incompatibilities and unjustified assets;

Supporting public authorities and institutions in order to optimize the process of
electronic submission of DA / DI and the development of unitary procedures;
Developing specific know-how for persons from the public institutions designated
as responsible for the process of completing and electronic submisson of assets and
interests declaration, through the e-DAI system.

So far, the legal provisions per function category have been centralized and the legislative
discrepancies that undermine the legislator’s purpose in Law 176/2010 have been highlighted.
At the time of the audit, the work on the NIAct project is at the draft regulatory act stage.

The following deficiency was not remedied:

Lack of adequate workspaces, which could allow the integrity inspector to organize, store
and manage files so as to minimize the risk of not meeting the deadlines provided in art.
11 and art. 25 paragraph (5) of Law no. 76/2010.

Although efforts have been intensified to identify suitable new workspaces, no new working
spaces have been identified during 2022, that would facilitate the development of ANI's
activity. The lack of adequate workspace for integrity inspectors to carry out activities, is not
the sole reason, but one important one impacting the optimal working conditions of ANI
employees.

The Analysis and Prevention Department functions under the provisions of Law no. 184/2016
regarding the establishment of a prevention mechanism for conflicts of interest in the
procedure of awarding public procurement contracts and in compliance with the provisions of
Law no. 176/2010 on integrity in the exercise of public functions and dignities, for amending
and supplementing Law no. 144/2007 regarding the establishment, organization and
functioning of the National Integrity Agency, as well as for the modification and completion of
other legislation.

The Analysis and Prevention Department coordinates the activity related to utilization of the
integrated information system for the prevention and identification of potential conflicts of
interest, named "PREVENT - Prevention System". The system aims to prevent conflicts of
interest by establishing a mechanism for ex-ante verification, in order to exclude situations that
may generate conflicts of interest. Targeted procedures are public procedures regulated by
Law no. 98/2016 on public procurement, as well as sectoral procurement procedures regulated
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by Law no. 99/2016, initiated through the electronic public procurement system, and
prevention activity is organized without affecting the respective procedures.

From the point of view of the Agency's internal regulatory framework, the Operational
procedure for preventing conflicts of interest in the process of awarding public contracts (PO-
[1-15), revised in 2021, is the one that defines the process of verifying public procurement
procedures initiated through the electronic public procurement system, in order to prevent
conflicts of interest and other suspicions of irregularities.

Thus, in view of evaluating the management actions within the Analysis and Prevention
Department, a sample was selected based on the following procedure, agreed upon with ANI's
management:

a request was made for the statistics regarding all public procurement procedures
published in SICAP, that were automatically transmitted to PREVENT system in 2022,
which were subject to verification by integrity inspectors

the size of the sample subject to analysis was determined;

the sample of procedures subject to testing was randomly selected.

Based on the methodology presented above, a sample of 5 public procurement procedures
resulted, corresponding to a number of 22 public procurement procedures which were part of
the verification performed by the Analysis and Prevention Department in 2022 and for which
the PREVENT system has generated a notification of the existence of a potential conflict of
interest. It should be noted that throughout 2022, the total number of procurement procedures
that were introduced under the PREVENT system was 19.335 procurement procedures of which
for 22 procedures, the system has generated a notification of potential conflict of interest.

The sampling testing methodology was developed following the understanding and evaluation
of operational procedures, of Law no. 184/2016 of October 17th, 2016 regarding the
establishment of a prevention mechanism for conflicts of interest in the procedure of awarding
public procurement contracts as well as based on the functionality of the PREVENT system.

We have analysed the content of the specific operational procedures, regulating the verification
of procedures initiated through the public procurement system, in order to understand specific
workflows and internal processes at the level of the Analysis and Prevention Department and
to determine relevant criteria for stratifying the sampling base. Through interviews with the
head of the Analysis and Prevention Department, we were able to analyze the level of
compliance of workflows against the existing internal procedural framework, in 2022.

At the level of year 2022, as a result of the verifications performed on the activity performed
by the Analysis and Prevention Department, as well as on the sample of specific works, we did
not identify exceptions..

During the external audit engagement, we have analysed the organization and development
of internal processes at the level of the Contentious Department, part of the Legal, Public
Relations and Communication General Directorate (LPRCGD).
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According to the information provided by the General Manager of LPRCGD, the activity of the
Contentious Department is generally focused on preparing documents for institution's
defences before courts of law and on representation of the Agency before courts of law.
However, in the alternative, in situations where legal advisers that are part of the Advisory
Services and Legislation Department experience excessive workload, part of the activity of the
legal advisers in Contentious Department may also refer to the elaboration of the answers to
the requests formulated based on O.G. no. 27/2002 that are being addressed to ANI.

Following the examination of the legal file registry, containing 196 legal files that were
addressed by legal advisors during 2022, the database which was considered representative
in terms of testing the conformity of the main activity performed as part of the Contentious
Department, namely preparing documents for institution's defences before courts of law and
representing the Agency before courts of law, we have randomly selected a number of 10 legal
files, taking into consideration the inclusion of at least one legal file per case type.

During the external audit engagement, we have analysed the organization and development
of internal processes at the level of the Advisory Services and Legislation Unit, part of the Legal,
Public Relations and Communication General Directorate General Directorate (LPRCGD).

The activity of legal advisers, members of the Advisory Services and Legislation Department,
refers to the following activities:

preparing answers to the requests formulated based on O.G. no. 27/2002 regarding
the regulation of the activity of solving petitions;

endorsement of contracts;

endorsement of internal documentation and communication, as well as notifications
sent to various public institutions;

providing legal advice to different structures of the Agency, as well as the formulation
of points of view regarding the application of legal norms;

elaboration of points of view regarding legislative projects, protocols, memoranda,
framework cooperation agreements to be approved and endorsed or signed by ANI
management.

According to the information provided by the General Manager of LPRCGD, although the
activity of the Advisory Services and Legislation Department is focused on carrying out the
above-described activities, legal advisers are assigned (including in their job descriptions) legal
files in order to formulate defences on ANI's behalf or in order to represent the Agency before
the courts of law, according to the specific operational procedures, in cases where the excessive
workload of legal advisers which are part of Contentious Department's team do not allow them
to exercise their duties.

With strict reference to the preponderant activity of the Advisory Services and Legislation Unit,
namely that of elaborating the answers to requests formulated in accordance to GD no.
27/2002, we have selected for analysis a sample of 10 responses to requests, from the total
population of 2794 requests registered in 2022 included in the database provided by the
General Manager of LPRCGD.
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Since during our verifications we observed the interpenetration of activities performed by the
two departments (Contentious and Advisory Services and Legislation) - legal advisers from the
Advisory Services and Legislation Unit preparing defences and vice versa, legal advisors from
the Contentious Department formulating answers to petitions - we decided to formulate our
observations and conclusions in a centralized manner in our factual findings report.

Given the limited number of legal advisers to ensure the representation of the Agency's interest
before the courts, ANI requests in all cases a default judgement in order to avoid procedural
incidents such as suspension. The physical presence of legal advisers in the court is necessary,
in the following two situations:

In all cases pending before the High Court of Cassation and Justice, the Bucharest
Court of Appeal, as well as in cases that may set a precedent for judicial practice.

At the Courts of Appeal and the Wealth Investigation Commissions of the Courts of
Appeal, outside Bucharest, in cases involving the identification of significant
differences (as a result of the evaluation of assets declarations, data and information
on existing assets, as well as significant patrimonial changes during the course of
public office or public dignity exercise)

At the beginning of 2022, the ethics counselling activity was transferred to a person employed
as a legal adviser in the Legal Directorate from the Human Resources Department. Following
interviews with the Ethics Counsellor we found that, at the time of the transfer of the Ethics
Counsellor function to the Legal Directorate, the procedure PO 31 HRD - "Monitoring
compliance with the rules of conduct by civil servants and contract staff in the ANI" ceased to
have effect and at the level of the Legal Directorate, another procedure replacing the procedure
developed by the Human Resources Services had not been developed at the time of the audit.

In conclusion, at the level of year 2022, by analyzing the procedural framework and the degree
of compliance in relation to it, based on the selected samples and the interviews we had, we
identified the following system observation;
Regarding the ethics counselling activity, transferred from the Human Resources Service
in 2022 to a person employed as a legal counsellor in the Legal Directorate, we have
not identified a system procedure describing the process of monitoring compliance with
the rules of conduct by civil servants and contract staff within ANI.

Follow up on the remediation of the findings identified as part of audit engagements
performed period prior to year 2022:

The following deficiency was partially remedied:
Number of legal advisors is insufficient for the workload.

In December 2022, the cumulative staff structure for both departments, the Contentious
Department and the the Advisory Services and Legislation Department, includes 19 positions
(12 positions occupied by civil servants - legal advisers, including management positions and
7 vacancies - out of which 2 are temporarily vacant). According to the information provided by
the General Manager of LPRCGD, legal advisers in the Advisory Services and Legislation
Department are frequently involved in activities that normally fall within the attributions of
legal advisers in the Contentious Department and vice versa, the staff proving to be be often
insufficient to address the current workload. Filling out vacancies would facilitate the
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development of the activity of the two departments in optimal conditions and would ensure
the segregation of tasks and types of works between the two departments.

Communication and public relations of the National Integrity Agency are provided by the
Communication and Public Relations Department (hereinafter “CPRD"). The attributions of
CPRD are provided in the Regulation on the organization and functioning of the National
Integrity Agency. The activity of the department is standardized and conducted based on the
specific operational conditions elaborated in conformity with the Order No. 600/2018
regarding the Internal/Managerial Control Code for public entities, published in the Official
Gazette on May 7, 2018.

We proceeded to verify the conformity of the practical activity of CPRD with the provisions of
operational procedures, we organized interviews with department representatives and we
evaluated via detailed tests, based on a sample, the following processes:

The factual functioning of the system process for elaborating answers to the requests
formulated based on Law 544/2001;

Compliance of press monitoring activities with the provisions of the operational
procedures applicable to this process.

Regarding the process of elaborating the answers formulated based on Law no. 544/2001, we
performed the following procedures:

we selected from the "Register of requests made under Law 544/2001", a sample of 10
requests out of the total 61 requests for public information registered in 2022 in order
to verify observance of deadlines set out in the applicable operational procedure;
verified the existence of the mandatory public information, on Agency's website, in
accordance with Law no. 544/2001.

To test the press monitoring process, we selected 5 days out of the total working days of 2022,
for which we checked whether the press monitoring activity was carried out in accordance with
the provisions of the operational procedure. We also selected a sample of 5 press releases out
of the 36 registered in the Register of press releases in 2022.

We obtained the operational procedures and system procedures applicable to each process
and we evaluated the documentation applicable to each process in terms of periodicity,
compliance with legal provisions, authorization, and observance of legal deadlines.

Also, we obtained ANI reports to the Ministry of Justice with regards to the result of the
evaluation on Agency's progress under the Cooperation and Verification Mechanism (CVM), in
the context of the European Commission's assessment of significant developments related to
the "Rule of law", as part of National Anticorruption Strategy, as well as G.R.E.C.O. reports.

Regarding the implementation of the National Integrity Agency Strategy 2022 — 2025, we
evaluated the process of implementation of the objectives set out in the Strategy. A detailed
analysis of the progress registered in the implementation of the objectives set out in the ANI
Strategy 2022 — 2025 can be found in Annex 1 to this report.
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In 2022, following the evaluation of operational procedures and based our verification
methodology no observations were identified with regards to the activity of the
Communication and Public Relations Department.

In consideration of the attributions of the Implementation of Structural Funds, Studies and
Strategies Department (hereinafter "ISFSSD"), as they are established by the Regulation on the
organization and functioning of the National Integrity Agency, we analysed the conformity of
the practical activity carried out in the department with provisions of operational procedures.

Thus, we have organized an interview with the head of the department, during which the
following issues have been addressed:

Analysis of the activities carried in this department, in 2022;

Understanding the management methodology for these projects which are being
financed from non-reimbursable sources and implemented at Agency level;

Defining the management process related to identifying national and / or external
financing sources;

Identification of possible risks in relation with various areas of activity in order to
increase the efficiency of activities carried out at Agency level.

Following our interview with the head of department, we were informed that during 2022, the
activities of the service were performed by only two employees.

The activities of the department included the following:

Identification and evaluation of Agency needs for project applications, including
preparing the documentation necessary for submitting applications for non-
reimbursable external funds;

Identification and analysis of opportunities for the application and submission of
funding applications for projects, respectively submission of funding applications for
projects with funding from non-reimbursable external sources;

Maintaining relations with institutional partners with which there are ongoing projects
(e.g., Transparency International Romania, General Anticorruption Directorate, etc.).
Monitoring the implementation of projects carried out at at ANI's level.

In February 2022, was started the implementation of the project “NIAct — Updating integrity
legislation and providing support to authorities and depositors in the transition to digital
declaration of assets and interest” code SIPOCA 1158, co-financed by the European Social
Fund, through the POCA 2014 - 2020, and the application for funding was submitted in
October 2021. The general objective of the project is to inventory all the normative acts and
update the legal framework in the field of integrity, covering incompatibilities, conflict of
interest and unjustified assets, as well as the system of declaration of assets and interest, based
on the needs of stakeholders, substantiated by analyses and sociological research. Thus, in the
year 2022, the most important progress achieved in the project was:

Running two editions of the “Integrity Think Tank”, a network of experts specialised in

integrity issues in Romania (5th October and 13th December 2022)
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Organization of two training sessions in Bucharest for 41 persons responsible for the
implementation of the provisions of Law 176/2010 (12-13 December and 15-16
December 2022)

Continuation of the desk research on the legal framework for integrity in Romania, to
be completed in early 2023, according to the agreed timetable.

In consideration of ANI's specific activity and financing needs identified at Agency level, in

2022, ISFSSD team monitored and identified funding opportunities for which funding

applications could be submitted and carried out the activity of permanent monitoring of

specialized websites ex: ) ,
Si

In 2022, the team's efforts were focused on submitting funding applications for the following
projects:

The project “"qAID Towards contemporary knowledge and innovative tools for assessing
and enhancing effectiveness of Asset and Interest Disclosure (AID) systems in EU
Member States and Candidate States” under the Internal Security Fund — Police call (ISF-
2022- TF1-AG-CORRUPT) through the European Commission platform managed by DG
Home, submitted in August 2022, in which the Agency is partner of the Applicant
University Degli Studi di Trento ltaly;

The project” iMonitor - Enhancing law enforcement efficiency by bringing together
public procurement data analytics and civil monitors”, project submitted in August 2022
by the National Integrity Agency under the Internal Security Fund-Police call (ISF-2022
—TF1- AF-CORRUPT) (ISFP) through the European Commission platform managed by
DG Home, submitted, as Partner of the Applicant DTl Government Transparency
Institute Ltd Hungarian;

The project” Supporting implementation of the integrity and anti-corruption framework
in Romania” under the call DG REGORM — TECHNICAL SUPPORT INSTRUMENT (TSI)
PROGRAMME Regulation (EU) 2021/240 (TSI Regulation), submitted in September
2022, as Applicant, in partnership with the Ministry of Justice.

During 2022, the efforts of the ISFSSD team were also focused on strengthening institutional
cooperation with different public authorities in order to develop the National Recovery and
Resilience Plan. Under this project ANI has been appointed as coordinator of several reforms
and / or investments and will also have the quality of Beneficiary for three other projects that
correspond to Pillar Il - Digital Transformation, from Component 7 - Digital Transformation.
These 3 projects’ objectives are developing the PREVENT system, developing Agency’s
technical capabilities to take over and process assets and interests declarations in digital
format, as well as designing a digital awareness and prevention platform for the legal integrity
framework, respectively:
The project "Development of ANI technical capabilities to retrieve and process
declarations of interest and assets exclusively in digital format of qualified electronic
signatures  (cf. European elDAS  910/2014)" call PNRR/2022/C.7/1.4.1,
PNRR/2022/C.14.1.1/1, PNRR/2022/C.14/1.2/1, through the Ministry of Justice, with the
Agency as Applicant, submitted in September 2022
The project “Development of the PREVENT system to increase the interoperability of
public institutions’ electronic systems for ex-ante verifications of conflict of interest in
the public procurement process” call PNRR/2022/C.7/1.4/1, PNRR/2022/C.14/1.1/1,
PNRR/2022/C.14/1.2/1, through the Ministry of Justice, Agency as Applicant, submitted
in September 2022;
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The project “Design of a digital awareness and prevention platform through which
relevant stakeholders will be able to clarify, on their own, certain obligations regarding
the integrity framework that they have to comply with”, call PNRR/2022/C.7/1.4/1,
PNRR/2022/C.14/1.1/1, PNRR/2022/C.14/1.2/1 through the Ministry of Justice, Agency
as Applicant, submitted in September 2022.

In 2022, the project "EMOD - Development of the institutional capacity of the National
Integration Agency to streamline internal workflows and how to submit declarations of assets
and interests in the electoral and annual process" SMIS 129864, Priority Axis 1 Efficient public
administration, and judicial system, was successfully implemented, and within the project an IT
platform was developed to streamline the work of integrity inspectors.

The benefits of the EMOD project are as follows:

Simplifying the process of completing and submitting assets and interests declaration
electronically (historical access, remote transmission, dedicated mobile applications,
documents can be accessed from phone, tablet);
Easier to use forms (pre-completion, automation);
Reducing the time for submitting declarations of assets and interests at ANI;
Increased security (ensuring data and information protection);
Transparency and public accountability (reducing publication times, meeting
deadlines);
Increasing data quality (preventing errors made by asset and interests declarations
depositors).
ISFSSD team also provided support to various national or international authorities, in
submitting projects as the Agency expressed willingness to provide experts necessary for
project implementation.

In addition to department'’s specific management tasks, the head of department was involved
in several activities, as follows:

Ensuring the technical secretariat within the Monitoring Commission of the Internal
Management Control System. at Agency level;

Reporting to the Ministry of Foreign Affairs, as part of the European Semester;
Monitoring and implementation of action measures provided in the National
Anticorruption Strategy, included in Agency’s Short-Term Strategy.

At the level of year 2022, as a result of the verifications performed on the activity performed
by the Implementation of Structural Funds, Studies and Strategies Department, we did not

identify observations.

Follow up on the remediation of the findings identified as part of audit engagements
performed period prior to year 2022:

The following deficiency was not remedied:
The workload load for ISFSSD team is high and is the determined by the considerable

volume of activity performed by only two hired employees; at the end of 2021, out of the
total of 9 positions approved for this structure, 7 are vacant.
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During 2022 there were no changes in the number of job positions filled, so that of the 9 vacant
positions only 2 positions are filled at the end of 2022.

The National Integrity Agency has implemented an Information Security Management System
(ISMS) which provides better management controls over information flows within the Agency
and enables the unitary management of IT security issues, through active control over
resources and internal processes.

The procedures performed on Agency's IT environment comprised of assessing the control
environment as far as IT processes and IT systems supporting these processes. The assessment
aimed to determine how the IT system meets all requirements so that the Agency is able to
fulfil its specific tasks.

During the systems verification process, aspects such as the evaluation of the adequacy and
operational effectiveness of general IT system controls were included, as well as of specific
controls ensuring information security.

Testing procedures performed also included verifications on the general internal control
framework of the information systems, as well as on policies and procedures implemented by
the National Integrity Agency.

We performed testing of the integrated management information system for assets and
interests’ declarations (SIMIDAI) as well as testing of PREVENT, SEAL, SAP ERP, INDSOFT and
DMS systems. The verifications focused on systems functionalities, data recovery process and
related risks and aimed to determine how these systems respond to the requirements derived
from those specific tasks ANI has to meet.

The activities conducted covered the following areas:

Information security policies;

IT resource management;

Access control;

Physical and environmental security;

Security of operations;

Communications security;

The process of managing changes regarding computer systems;
Managing relationships with suppliers;

Information security incident management;

Business continuity management and disaster recovery.

This report presents factual findings resulting from the verifications performed on ANI's IT
environment and is based on:
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Interviews performed with ITD staff

ISMS policies and procedures, documentation and information received from IT
Department staff

Analysis of the activities performed by the Information Technology Department;
Visiting and verifying the physical location where the hardware equipment is installed
and on which the Agency's software applications and infrastructure operates.

Following the verifications performed related to the 2022 activity, we identified the following
observation:

Outdated policies and procedures
Policies and procedures are defined at Agency level regarding the security of information
systems. However, the set of policies and procedures has not been reviewed during 2022.
The lack of revision of Security policies and procedures may lead to a situation where they
no longer meet the Agency’s security requirements.

Follow-up on the extent to which the findings identified in the engagements prior to
year 2022 were addressed:

The following deficiencies were remedied:

Access rights management - the review of user account rights defined in the Agency's
applications was not performed consistently in accordance with the Operational
Procedure for User Account Management.

During 2022, if an employee leaves the organisation, following tickets received from the Head
of Service or Human Resources, ITD deactivates the user account in the IT system. For
applications that are not integrated with AD, Jurisprudence and SICO, user administration is
carried out by the application developers who are notified by the end-users/application
owners about the deletion or creation of a user account. The Agency has also conducted the
user review process for Active Directory users and applications for all user types. Traceability
of the user review process was ensured through the use of the BMC Footprints ticketing
application.

Generic user accounts - due to operational needs, a number of generic accounts have
been created for accessing IT applications such as SAP ERP, SIMIDAI, Prevent, DMS, Active
Directory. These generic accounts are accepted by the management of the Information
Technology Department, however no document dating from this period has been formally
approved in order to justify the need for the use of such accounts.

During 2022, we found generic accounts at the Active Directory level. For all these generic
accounts, details of their purpose have been developed. Furthermore, the Agency conducted
the review of these generic accounts during 2022.

Change management - a change management procedure has been defined at Agency
level, covering the essential stages of the life cycle of a change, including minimum quality
/ safety requirements, testing, production approvals from the application manager, etc.
During the years prior to 2021, this procedure has not been applied consistently. There
were situations where, for changes performed on the Agency's applications, standard
forms indicated in the procedure have not been prepared.
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In the period prior to 2022, a change management procedure was defined at Agency level,
which covers the key steps in the life cycle of a change including minimum quality/security
requirements, testing, go-live approvals from application managers, etc. The Agency has
implemented an IT Service Management tool (BMC Footprints) which is used in the change
management process and change requests have been prepared for changes to IT systems
and services according to the Change Management Operating Procedure. During 2022, no
change requests (CRs) were registered.

Privileged accounts management - A number of users with administrator rights have been
defined at the Agency for applications administration. However, following our
verifications, we have been unable to identify a formally approved list nominating those
persons who were assigned rights for administration.

During 2022, privileged accounts were reviewed as part of the user review done at the Active
Directory and application level for the purpose. Furthermore, Privileged Access Management
(PAM) at the service provider level is being implemented through an identity security solution
that helps protect against cyber threats by monitoring, detecting and preventing unauthorized
privileged access to critical resources.

The following deficiencies were partially remedied:

Business Continuity and Disaster Recovery - ANI has not implemented a Business
Continuity Plan in case of Disasters. The Agency does not have a secondary location that
can be used for the recovery of operations and IT systems, as well as for continuation of
activities, should the head office location become unavailable.

During 2022, the Agency has defined a ITPILGD business continuity plan for 2022 covering all
services activities within the Directorate. This plan identifies the situation that generate
discontinuity of activity and defines the necessary activities and actions, as we